Star Finance Command Center POC

Success Criteria
1. Increase Hyperion Password Security

Full password encryption across all files and processes
Greater SOX controls

2. Simplify Hyperion Architecture

Reduce custom coding by using built-in standard automation tasks
Syntax modifications cause issues as applications are added

3. Streamline running / monitoring of daily update and maintenance processes

Hyperion Planning, Essbase, HFM, FDM

4. Control Hyperion Access

Limit user access to Hyperion tasks for running jobs and updating outline
Currently have “all or nothing” Hyperion admin access

5. Version Control

Rollback to previous versions
Point in time analysis (environment on a specific day or time)
Track file changes (calcs, batch, MaxL)

6. Automate Server Maintenance

Done manually now on weekends
Sometimes interferes with running of system jobs

7. Further Hyperion Development

Simplify access to functionality for Hyperion development work

Ability to pass parameters between Hyperion and SFCC for automation tasks
Process

Eliminate need for keeping open session of Remote Desktop to run

Activation of Windows session for Excel
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Star Finance Command Center Architecture

There are five software components in the Star Finance Command Center product:
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® Star FCC Server. The Star FCC Server is the central component of the Star FCC environment. It handles all the processing logic,
scheduling, Event Listening, and connections to the various Agents, the Star FCC Repository and E-mail servers for zlerts.

» Star FCC Repository. A ROBMS that holds all system objects, event history, and security information for the Star FCC environment.
Tha Star FCC repository can be on the same or different machine than tha Star FCC Server,

* Star FCC Agents. Agents are installed on every machine (Computing Resource) where tasks such as update scripts are to be run.

® Star FCC UL The Command Center Ul is the main interface for ussrs and administrators of the Star FCC environment, The Windows
vergion provides full design, administration and monitoring features. The browser version provides the ability to run and monitor
processas,

* Active Message Queue. The Active Message Queue handles all communication between all other components. This is a key
component in a Star FCC Server High Availability configuration that handles Star FCC Server failover.

The Finance Command Center also provides integration with SMTP servers to provide email alert integration and Event Based Processing of
automation requests.
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Increase Hyperion Password Security (Full password encryption and SOX controls)

Current
» Administrator password stored in multiple locations
» Passwords are not encrypted

B D0\Frod_Process) B atch) BatFiles UIEimate

TP L o T B

Qiosxck = o - P | 2 Search |';.n=um:JEm L

[T = T —
A DelPrad_Process)BatchiBatFc) HEM &
—“I_I frad iEatinA SRzt REM * File nams=: St Erv-ironmert . and
Foider | flames < I REM * ':I"E-i.teg By:
REM = Craated Date: wovember 4, 2008
[ Deaten Clthust e ot REM * Last Updated: wovember 17, Z0OE
1 ::_"I"'hf Ellndr_ﬂ-uwd:-efraqhat HEM * P T
3§ g 2 Do _Puptrdnefreg. by REM = Sers all of the B¢5 Envirorment vardables ft
T 5] Aot bat REM ~ FandL Essbase application ard Databases.
o o Elsernie: b REM *
= L
| Cim i b EEN
[E Frocess_prrscer, hat REM “9ud EAROdCUNT ULTIMATE PRODUCTION EMVIRCHAENT

Elrnbe
L SET HypS
S
SET HypPeiD
SCT HypDEL
SET HypDEZ=
SET HypDEG=

REM LETNG Drive LETTEF COAVENSTON
SET HypPathHanelir=0z'Prod_Frocess

SET HypPaThLOgeSHy pPaThHomeDd ri0BACKUFS WL OGS
HyRPAThlaT a=KHypPaThHoed d rEnBACKLP S\ DAT A
SET HypPathFile=¥HyprathHomed irEsEacKLPSYFILES

LIS
7
—

=
Ellfim E

SET HypPathBat =5HypPathHomald raBATCHYWBATFILES
SET HypPathMaxL=XHypPathHomeD res BaToH MasL

SET HypPathMsH=0 " Hyperionhanalyti csarvicasy,
SET HypPathEszb=D:“HyperiomanalyticServica=app

I’d.dml J b:IFrod_Pree i ogil L Rinaed i E‘ =
-
ChGanE

# Aerae this M Eimnz Fis [k Fanst Y Help

[y Mo e this Pl . rnm.» ToaTh Hyper{orPPoCess L____ﬁ

j:.q.-,:l-.:l. i Gards AKSIHIE = 105105 et 1n user ||rr'||u|'1.|||_|1||.m-'.l\._!.
o P U 1 L L Wl Ll erits ak e = LiRlols - Ladt Togin an Tudsday, Warch (3, 3

e E eadbbi B | RART aksTHES La41001 Legged Tn ta Esshase

Proposed
Administrator password stored in central repository and

encrypted for security. Mo longer resides in batch or log files.

Benefit
Greater security across applications. No longer expose
Hypenon administration password in files, especially for SOX

apps (such as [INN).
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Simplify Hyperion Architecture

Current

» Hyperion batch, MaxL and log files stored locally on
each server.

* Processes are duplicated as new apps are added.

Errors occur as code is copied and modified across
servers.

» Custom coding; no centralized standard processes

Hyperion EFM file locations
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Criteria 2

Proposed

“Setup and Design” portion of SFCC centralizes batch, MaxL,
Calcs scripts, rules files and log files.

Benefit

Improve architecture and simplify all production, DR/QA and
dev processes. Consistent location for all files that impact all
applications. Reduce confusion of where items are located.

SFCC “Setup and Design” Interface
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Star Finance Command Center POC Criteria 3

Streamline running f/monitoring of daily update and maintenance processes

Current Proposed

* No quick method to view Hyperion jobs status. “Run and Monitor” portion of SFCC centralizes knowledge of
» Combination of email alerts, discussions with TCS jobs run across environments.

Production Control (to obtain Maestro logs) and

searching for job logs on servers. Benefit

+ Straightforward web access to Hyperion job status across
environments. Immediate access to Maestro log files when
errors occur (embedded in SFCC messages).

» Control HEM, Planning, Essbase, FDM, Maestro processes
across all environments

* FIS to HFM reconciliations can be automated

» Anything run by command line can be automated with SFCC
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Control Hyperion Access

Current
» Hyperion administrator access is “all or nothing”.

+ Cannot limit user access to specific tasks {running
specific jobs)
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Criteria 4

Proposed
Provide user access to SFCC web interface. Users can run and

monitor their own jobs as defined by security access.

Benefits

» Users can monitor their application updates at all times.

» Users can start processes if given security access (ie PPI staging
calc). Email notification and error log access if process fails.
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Version Control

Current

+ No ability to see how a file looked at a point in time
» Starting to use SVN for version control but this will
not address point in time for certain situations.
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Criteria 5

Proposed
Maintain all application files within SFCC

Benefits

= SFCC stores all files in a central SCIL repository

» Changes to files are stored by login, time, etc in repository. Can
look back and see what was run and what changes were made and
by whom (point in time).

» Load calc scripts into repository, take away EAS access and have
user open calc script in SFCC console according to granular
securty (READ WRITE by environment by ecosystem by file).
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Automate Server Maintenance

Current Proposed

* Done manually on weekends Automate server maintenance using SFCC
* Timing of weekend updates sometimes interferes

with running of other system jobs Benefiis

= Configure to stop and start servers and Hypernon services in
correct order

* Schedule for more convenient times.

= “Listens” for Hyperion EPM services and notifies if not running
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Further Hyperion Development

Current Proposed

* There are several security issues with Hyperion apps. Pass parameter as new Planning member into Planning

Notably, inability to prevent users from mistakenly Util=*Update Planning app with new member:

adding a dimension when adding a member to the

outline Benefits

. * Stop users from performing bad updates when trying to perform
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Notes

* Proof of concept was successful. Command Center would be very helpful with managing
our growing Hyperion architecture. It addresses several current problems with security,
user access rights, Maestro licenses on new servers and other items.

» As complexity of architecture increases, the need for a centralized management tool also
increases. Intent is to give users ability to manage their own processes when appropriate.

* Decreases our reliance on Maestro and need for Maestro licenses across prod / QA / dev

* Could be installed now or with Hyperion 11x upgrade

* Pricing quote received

* Includes time for installation and development



